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Who are we?

Jose Ruiz — CTO at jtsec

jtsec — CC and FIPS 140-2 Consultancy company - Based in
Spain

CCGEN Developers — Common Criteria Documentation
Development tool

More than 10 years of experience working with different
labs and CBs as evaluator, lab manager and consultant

Create Common Criteria
G E N compliant documentation
Simple and Easy



Why are we here?

* We support companies to meet their business
expectations. e.g.- sales to governments

e We like initiatives that make life easier
e We think that could be useful for other countries

* My father wanted to visit Canada ;)
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The importance of procurement as a
prevention tool

Prevention Detection Response

Brand value

Reputation  Trustworthy

Integrity .
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Worldwide Procurement Initiatives
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Worldwide Procurement Initiatives
* US Government Requirements

v' CCis mandatory for all IT products with security
features that are deployed in U.S. National
Security Systems (NSS)

v" Products are to be selected from the NIAP
PCL, meaning they have met a NIAP
approved Protection Profile

v" DoD’s Information Network Approved Products
List (DoDIN APL)
v" Common Criteria and very likely FIPS 140-2
validation are required



Worldwide Procurement Initiatives

 Australian Government Requirements

v" CCis mandatory for all products providing
security functions within all Australian
Government systems, unless the risks of not
using CC products has been appropriately
accepted and documented.

v" Products may be selected from the Australian
Evaluated Products List (EPL) or the CC portal.




Worldwide Procurement Initiatives

 (Canadian Government Requirements

v' CC should be included as a requirement in
Government of Canada RFPs/contracts
whenever possible.

v’ Certified products evaluated against the
Protection Profile for a given technology class
may be selected




Worldwide Procurement Initiatives

* French Government Requirements

v' Types of certification used for procurement
v' Common Criteria Certification
v’ First Level Security Certification — CSPN

v" Acquisition Policy:
v' CSPN for elementary qualification
v' EAL3+VAN.3+FLR.3 for standard qualification or
v'  EAL4+VAN.5 +IMP.2+ DVS.2+FLR.3 for
reinforced qualification



Worldwide Procurement Initiatives

* UK Government Requirements

v' Types of certification used for procurement
v' Common Criteria Certification
v' Commercial Product Assurance - CPA
v' CPA: A security product that passes assessment is
awarded Foundation Grade certification -
demonstrate good commercial security practice
and suitable for lower threat environments.
v" Should we just use CC? Ideally, yes
X CC does not always represent a necessary or
sufficient level of product assurance for the UK
public.
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Legislation - IT Security products - ENS

* Legal framework
v’ RD 03/2010, 8t January
v’ RD 951/2015, 23" October by modification
of RD 3/2010 -> ENS — National Security

Scheme

* Objective:
v’ To establish basic principles and minimum
requirements for the protection of

information

* Scope of application
v Public administration




Legislation - IT Security products - ENS

* Information protection. Security dimensions:
Confidentiality
Integrity
Availability
Traceability
Authenticity

AN NN

* System category:




. Current situation:

RD 951/2015 of 237 October, amending RD
3/2010 regulating the ENS in the field of
Electronic Administration, ART. 18: “for the
procurement of information and
communication technology security
products to be used by public
administrations, those that have certified
the security functions related to the object
of their procurement shall be used in a

manner proportionate to the

category of the system and the level
of security identified...”

Legislation - IT Security products - ENS
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I. DISPOSICIONES GENERALES
MINISTERIO DE LA PRESIDENCIA

1330  Real Desrefo /2010, de 6 de enero, por el que se regula el Esquema Nacional
de Seguridad en el ambito de Ia Administracion Electronica.

La necesaria gensralizacién de la sociedad de |a informacién es subsidiaria, en gran
medida, de la confianza que genere en los ciudadanes la relacion a través de medios
elecirinicos.

En &l imbitc de las sag del derscho a

ellas a través de ta una chligacion corelativa
de las mismas, que fiens, como premisas, |3 promocién de |as condiciones para que la
libertad y la igualdad sean reales y efectivas, y la remocion de los absticulos que impidan
© dificulten su plenitud. lo que demanda incorporar las peculiaridades que exigen una
aplicacion sequra de estas tecnologias.

Avella ha venido a dar respuesta el ariculo 42.2 de la Ley 11/2007. de 22 de junio, de
acceso elecrnico de los ciudadanos a los servicios piblicos, mediante 1a creacién del
Esquema Nacional de Seguridad, cuyo objeto es el establecimiento de los principios y
requisitos de una politica de seguridad en la utilizacidn de medics electronicos que permita
Ia adecuada proteccion de la informacion

La finalidad del Esquema Nacional de Seguridad es la creacion de las condiciones
necesarias de confianza en el uso de los medios electrinicos, a ravés de medidas para
garantizar la seguridad de los sistemas, los datos, las comunicaciones, y los servicios
electrinicos, que permita a los ciudadanos y a las Administraciones plblicas, e sjercicio
de darachos y el cumplimianto de deberes a través de estos medios.

El Esquema Nacional de Seguridad persigue fundamentar la confianza en que los
sistemas de informacion prestaran sus senvicios y custodiarin la informacién de acuerda con
sus especificaciones funcionales, sin intemupcianes o modificaciones fuera de control, y sin
quela pusda llegar Se

piblicas, la

yamedida qu

los requisitos de lox mizmos y d lax infrestructuras que o apoyan
los sistemas de de las  piiblicas sstin
entresiy de 5n del privado: emprasas

y administrados. De esta manera, Ia seguridad tiene un nusvo reto que va mas alls del
aseguramiento individual de cada sistema. Es por elio que cada sistema debe tener claro
su perimetro y los responsables de cada dominio de seguridad deben coordinarse
efectivaments para svitar atieras de nadies y fract p alai
©a los servicios prestados

En este contexto se entiende por seguridsd de las redes y de la informacién. la
capacidad de las redes o de los sistemas de informacion de resistir. con un determinado
nivel de confianza, los accidentes o acciones ilictas o malintencionatas que comprometan
I disponi idad. integridad y de los datos
transmitidos y de los servicios que dichas redes y sistemas ofrecen o hacen accesibles.

El Esquema Nacional de Seguridad iene presentes las recomendaciones de ls Unisn
Europea (Decision 2001/844/CE GECA, Euratom de la Comision. de 20 de noviembre
de 2001, por la que se modifica su Reglamento interno y Decision 2001/284/CE del
Consejo, de 19 de marzo de 2001, por I3 que se adoptan las normas de seguridad del
Consejo). la situacion bgica de las diferentes piiblicas, asi como

ove BOEAZN101330
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Legislation - IT Security products - ENS

 Moreover, for “High” products category in the ENS:

“RD 03/2010 of 8t January, regulated by the National
Security Scheme (ENS) in the field of electronic
administration. Annex 2. section 4.1.5 Certified
components: Products or equipment whose safety

features and level have been assessed in
accordance to European or International
standards and which are certified by

independent bodies of recognised standing shall
preferably be used. “




Why is not CC the answer?

« What does it mean that a product is certified?
v" The product has been evaluated taking into
account the SFRs and SARs defined in the
Security Target

e  Who performs the Security Target?
v" The manufacturer

L( item 3
AN p\\- WV itema
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Why a product catalogue?

 Certified product Qualified for use in
administration?

e Onlyitissuitable if:
v' The Security Target is complete, consistent and
technically accurate.

WARNING:
The ST is performed by the
manvufacturer!

@ 1tsec



The CPSTIC. For what?

e Certified product Qualified for
use in administration?

e Onlyitissuitable if:

v' The TOE involves the main
security functionality of the
product.

v' Unfortunately, sometimes this
is not the case




The CPSTIC. For what?

e Corollary: In order to be able to check if one product is
adequately certified, the government agency must have
the capacity to:

v' Require product certification
v' Check that the ST is technically suitable
v' Check that it is complete

A catalogue will ease this task.
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The CPSTIC

 The CPSTIC is the reference catalogue for the acquisition of IT products
in public organisms affected by the National Security Scheme (ENS).
* Scope:
v'Qualified products. Sensitive information
v' Approved products. Classified information

Qualified

Approved
encrypted

Approved products

(CCN_STIC-
103)




The CPSTIC

* Scope:
v" Which products are suitable to be included?
v' The products that implement security
functionalities in a system in an active manner




The CPSTIC

Related legislation:

+»

CCN-STIC-106. Inclusion
procedure of IT products
qualified in the CPSTIC
CCN-STIC-140. Reference
taxonomies for IT security

products
CCN-STIC-105. CPSTIC



The CPSTIC

e CCN-STIC-106. Inclusion requirements:

v' Common Criteria certified products. Low EAL
level required. The Security Target shall be
checked for compliance with the SFR.

v" If you do not have Common Criteria certification,
an accredited laboratory will perform the

evaluation.
e CC certification may not be required where:

The product is promoted by the Administration. CEE‘;\‘\E“
It has a strategic interest. -

There are no substitute products on the market.

A STIC evaluation could be applied.

g

SN X
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The CPSTIC

* Inclusion procedure in the catalogue

STIC
Request for Methodology
product Evaluation
recommendation Covering ESR
for use in
administ}no_n
g

Is there an New ST which it cc

operational need is ESR > Certification
ithout C conformance ST Compliant

Is it certified by Is there a
cc? recommended

PP?

CC
Certification
YES ———P according to
recommended YES
ST review and PP

Certification

Report

Recommendatid

Are all ESR
included?

CPSTIC
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The CPSTIC - Taxonomy

e CCN-STIC-140. Reference taxonomy. Two levels: Category/Family.
There are 6 categories and 33 families. Example:

eNetwork access control devices
eBiometric Devices

Access Co ntro' «Single Sign-On Devices
eAuthentication Severs
*One-Time Password devices

ESR

eAnti-Virus
eEndpoint Detection and Response tools

Ope ratiOnaI Secu rlty *Network management tools
eSystem update tools

ESR

e |DS, IPS
Security Monitoring LA ESR

* Monitoring and traffic analysis

For each family, Mandatory Security Requirements have been
defined.



The CPSTIC - Taxonomy

e  CCN-STIC-140: Example:

*Routers

. . eSwitches
Communication «Firewalls

eProxies

*Wireless network devices

Protection

. *Encrypted data storage devices
P rOteCt on Of *Offline encryption devices
information and Secure erasing tools

eData leakage prevention systems

information support S

* Mobile devices

Device/Service « Operating Systems
p rote CtiO N ¢ Anti-spam tools

* Smartcards

ESR

ESR

ESR

@ jtsec



The CPSTIC — Family Description

 Requirements for each family:
v" Product family description:
v" Functionality
v’ Usage case
v" Device’s scope
v' CC evaluation requirements
v' Threats analysis
v' Environmental hypothesis
v’ Assets
v' Threats
v

Mandatory Security Requirements (MSR)

WV  —



The CPSTIC. Example - Firewall

“Firewall” family from “Communication Protection” category.
Options provided by the catalog:

v' Evaluation according to the protection profiles
internationally defined for this type of product.

v' Evaluation with EAL2 evaluation level or higher including the
SFRs listed in the Protection Profiles

v' CCRA certificates are recognized (obviously)
v' " YOU CAN BE LISTED IN THE CATALOGUE!!!



The CPSTIC. Example — Secure Erase Tools

e  “Secure Erasure Tools” family from “Information Protection and
Information Media”:
v" No protection profiles have been published for this family

v' The catalog includes the ESRs to be assessed during the
evaluation

v" And the evaluation level required (e.g.EAL1)



The CPSTIC - Current status
CPSTIC first version published in Dic2017

If you need to consult it... Where can you find it?
v" CCN-STIC-105 guide. STIC product catalogue
(CPSTIC).
(https://oc.cen.cni.es/index.php/en/cis-product-
catalogue)
Periodically will be updated on CCN website

v Certification Body Web. (https://oc.ccn.cni.es)
108 qualified products and 18 approved

18 different families. o T

18 manufacturers.

Continuous growth!

AN NI



https://oc.ccn.cni.es/
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Conclusions




Conclusions

Q
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Procurement is a key tool for prevention of vulnerabilities
There are multiple government initiatives worldwide

Just Common Criteria is unfortunately not the answer

The CPSTIC is an innovative and flexible mechanism to solve
this issue

O Itis compatible with cPPs avoiding the delays and the cost
of cPPs development

(d Allow other evaluation methodologies to be used and

O Allow quick adoption of new technologies




Thamnk you!

jtsec: Beyond IT Security
c/ Abeto s/n Edificio CEG Oficina 2B

@
CP 18230 Granada — Atarfe — Spain A
hello@jtsec.es ( @‘ ] S e C
—

BEYOND IT SECURITY
@jtsecES

www.jtsec.es

“Any fool can make something complicated. It
takes a genius to make it simple.”
Woody Guthrie


mailto:hello@jtsec.es
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Annex 1. Summary of regulations and interest contacts

v
v
v

For qualified products. (HIGH ENS).
CCN-STIC-105 guide. Security Products Catalogue

CCN-STIC-140 guide. Reference taxonomy for security

products
CCN-STIC-106 guide. Addition procedure of qualified security

products in the CPSTIC.
v Available in:
v' CCN-Cert site: https://www.ccn-
cert.cni.es/guias.html
v’ Certification Body site:
https://oc.ccn.cni.es



https://www.ccn-cert.cni.es/guias.html
https://oc.ccn.cni.es/

